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When you know what hackers know, you're better able to protect your online information. With this book
you'll learn just what Kali Linux is capable of and get the chance to use a host of recipes.

Overview

Recipes designed to educate you extensively on the penetration testing principles and Kali Linux tools●

Learning to use Kali Linux tools, such as Metasploit, Wire Shark, and many more through in-depth and●

structured instructions
Teaching you in an easy-to-follow style, full of examples, illustrations, and tips that will suit experts and●

novices alike

In Detail

In this age, where online information is at its most vulnerable, knowing how to execute the same attacks that
hackers use to break into your system or network helps you plug the loopholes before it's too late and can
save you countless hours and money. Kali Linux is a Linux distribution designed for penetration testing and
security auditing. It is the successor to BackTrack, the world’s most popular penetration testing distribution.

Discover a variety of popular tools of penetration testing, such as information gathering, vulnerability
identification, exploitation, privilege escalation, and covering your tracks.

Packed with practical recipes, this useful guide begins by covering the installation of Kali Linux and setting
up a virtual environment to perform your tests. You will then learn how to eavesdrop and intercept traffic on
wireless networks, bypass intrusion detection systems, and attack web applications, as well as checking for
open ports, performing data forensics, and much more. The book follows the logical approach of a
penetration test from start to finish with many screenshots and illustrations that help to explain each tool in
detail. The Kali Linux Cookbook will serve as an excellent source of information for the security
professional and novice alike!

What you will learn from this book

Install and setup Kali Linux on multiple platforms●

Customize Kali Linux to your individual needs●

Locate vulnerabilities with Nessus and OpenVAS●

Exploit vulnerabilities you've found with Metasploit●

Learn multiple solutions to escalate privileges on a compromised machine●

Understand how to use Kali Linux in all phases of a penetration test●

Crack WEP/WPA/WPA2 encryption●

Simulate an actual penetration test using Kali Linux●

Approach

A practical, cookbook style with numerous chapters and recipes explaining the penetration testing. The
cookbook-style recipes allow you to go directly to your topic of interest if you are an expert using this book



as a reference, or to follow topics throughout a chapter to gain in-depth knowledge if you are a beginner.

Who this book is written for

This book is ideal for anyone who wants to get up to speed with Kali Linux. It would also be an ideal book to
use as a reference for seasoned penetration testers.
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From reader reviews:

George Nygaard:

As people who live in the actual modest era should be update about what going on or details even knowledge
to make these individuals keep up with the era and that is always change and move forward. Some of you
maybe will update themselves by reading books. It is a good choice for you personally but the problems
coming to a person is you don't know which you should start with. This Kali Linux Cookbook is our
recommendation to cause you to keep up with the world. Why, since this book serves what you want and
wish in this era.

Marie Aultman:

Reading a publication can be one of a lot of task that everyone in the world likes. Do you like reading book
so. There are a lot of reasons why people enjoy it. First reading a publication will give you a lot of new data.
When you read a e-book you will get new information mainly because book is one of a number of ways to
share the information or their idea. Second, reading a book will make anyone more imaginative. When you
studying a book especially hype book the author will bring that you imagine the story how the figures do it
anything. Third, it is possible to share your knowledge to some others. When you read this Kali Linux
Cookbook, you could tells your family, friends along with soon about yours guide. Your knowledge can
inspire the others, make them reading a e-book.

Gary Williams:

Reading a e-book tends to be new life style within this era globalization. With reading through you can get a
lot of information that may give you benefit in your life. Using book everyone in this world can share their
idea. Textbooks can also inspire a lot of people. Many author can inspire all their reader with their story or
their experience. Not only situation that share in the publications. But also they write about advantage about
something that you need case in point. How to get the good score toefl, or how to teach your kids, there are
many kinds of book which exist now. The authors nowadays always try to improve their expertise in writing,
they also doing some study before they write for their book. One of them is this Kali Linux Cookbook.

Louise Suttle:

Do you have something that that suits you such as book? The publication lovers usually prefer to decide on
book like comic, short story and the biggest the first is novel. Now, why not seeking Kali Linux Cookbook
that give your fun preference will be satisfied simply by reading this book. Reading behavior all over the
world can be said as the method for people to know world better then how they react in the direction of the
world. It can't be claimed constantly that reading habit only for the geeky particular person but for all of you
who wants to be success person. So , for all you who want to start looking at as your good habit, you are able
to pick Kali Linux Cookbook become your current starter.
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